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The national and economic security of the United States depends on the
reliable functioning of critical infrastructure. Cybersecurity threats exploit
the increased complexity and connectivity of critical infrastructure
systems, placing the Nation’s security, economy, and public safety and
health at risk. Smilar to financial and reputational risk, cybersecurity risk
affects a company’ s bottom line. It can drive up costs and impact revenue.
It can harm an organization’ s ability to innovate and to gain and maintain
customers.’

In today’ s technology driven environment, public companies must
constantly confront the challenge of cybersecurity, in its complex, varied, and ever-
adapting forms. Cybersecurity breaches regularly fill the headlines,? the costs of
cybercrime are skyrocketing,® and the repercussions of corporate cyber-attacks are felt all
the way from chief executivesto retail customers. President Barack Obama has stated
that “the private sector and the government can, and should, work together to meet this
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shared challenge,”* while FBI Director Robert S. Mueller has described “the critical role
the private sector must play in cyber security.”® As companies become increasingly
dependent on networked technology, and as an expanding number of people conduct
transactions and other activities online, cybersecurity will continue to grow in importance
for the business community, for the global economy, and for society at large.

Pressure for boards to establish and maintain high standards for the
management of cyber-risk comes not only from government officials, regulators, and
shareholders but also from plaintiffs' lawyers, as expanding class action litigation in this
areais an unfortunate repercussion of increasing cybercrime. Recent regulatory
initiatives and the adoption of the National Institute of Standards and Technology (NIST)
Framework earlier this year® offer guidance for boards of directors as they work to
understand and oversee the myriad aspects of corporate cybersecurity.

Recent Developments

Regulatory authoritiesin the United States have signaled their intention to
protect the public interest in corporate cybersecurity and to take steps to encourage and
enhance cyber preparednessin the business community.” Earlier this year, Commissioner
LuisA. Aguilar of the Securities and Exchange Commission (SEC) emphasized the
Commission’s sense of urgency around cybersecurity issues. “The capital markets and
their critical participants, including public companies, are under a continuous and serious
threat of cyber-attack, and this threat cannot be ignored.”®

The SEC' sincreased focus on cybersecurity efforts began in 2011, when
the Commission released disclosure guidance related to cybersecurity issues.’ Since
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then, the Commission and its staff have been proactive in their efforts to highlight the
importance of cybersecurity to market participants and the integrity of the capital
markets, even hosting a roundtable in March 2014 that was focused entirely on
cybersecurity topics. In April 2014, the SEC’ s Office of Compliance, Inspections and
Examinations (OCIE) announced a cybersecurity initiative in which it is reviewing the
cybersecurity preparedness of dozens of registered broker-dealers and investment
advisors.’® These companies are required to respond to an extensive questionnaire
regarding their cybersecurity risk management and any cyber breaches. The Financial
Industry Regulatory Authority (FINRA) announced a similar initiative in January 2014
for companies under its authority.**

In his speech in June, Commissioner Aguilar urged boards of directors to
focus on oversight of cybersecurity issues. Hereferred directorsto the NIST Framework
for Improving Critical Infrastructure Cybersecurity, generally known as the “NIST
Framework,” which was released in February 2014 to provide companies with standards
and best practices for managing cyber-risks.”> The NIST Framework establishes a
common vocabulary for discussions between businesspeople and technical specialists,
and it offers atiered approach to developing and refining cybersecurity programs.™
Aguilar opined that “[a]t a minimum, boards should work with management to assess
their corporate policies to ensure how they match-up to the Framework’ s guidelines—and
whether more may be needed.”**

The questions asked and issues highlighted by the initiatives of the OCIE
and FINRA are valuable resources for directors and senior management to use when
considering the key issuesin cybersecurity. Likewise, the NIST Framework may be very
useful to companies and boards, and directors should consider carefully Aguilar’s advice
of using the NIST Framework as a benchmark. It would be a good practice for the
management team to brief the board on the NIST Framework and, if appropriate, have a
specific discussion as to whether the company should use it for benchmarking and
document the reasons for management’ s recommendation and the board’ s decision.
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Though intended to be voluntary and advisory, the NIST Framework could effectively
become an informal baseline for industry standards and best practices that may be used
by plaintiffs’ lawyers, insurers, and regulators to assess the adequacy of corporate
policies and risk management.”> Whileit is highly unlikely that these standards would in
any way diminish or complicate the business judgment rule as the legal standard for
review of directors decisions, the costs of (even non-meritorious) class action litigation
attracted by cybersecurity lapses—particularly those that might have been prevented by
adherence to the standards of the NIST Framework—should not be taken lightly.

Board Oversight Responsibility

Boards of directors are finding themselves not only faced with the
mounting challenges of cybersecurity, but also—perhaps uncomfortably—in the
spotlight. Commissioner Aguilar recently observed that “[e]ffective board oversight of
management’ s efforts to address these issues is critical to preventing and effectively
responding to successful cyber-attacks and, ultimately, to protecting companies and their
consumers, as well as protecting investors and the integrity of the capital markets.”*°
Fortunately for directors, in addition to the regul atory resources mentioned above, useful
guidance in this area has proliferated as concern over cybersecurity has gained
momentum.*’ For the most part, this guidance provides directors with an arsenal of
guestions to ask themselves, their advisors, and senior management, along with the
assurance that there are no perfect answers for any situation.*®
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The board’ s oversight of cybersecurity has two critical components: risk
management and crisis management. In the risk management category, boards should
view cyber-risk not as a technology issue, but as a component of enterprise risk generally.
Though cyber-risk has some unique features, boards need not be intimidated by the
technical aspects of cybersecurity but instead should address cybersecurity issuesin the
context of their broad oversight responsibility. A key component of risk management in
thisareais ensuring that the company has high-level personnel fully engaged and tasked
with cybersecurity who report to senior management and, if appropriate, to the board.™
Another issue that should be considered by management and boards is whether the
company should purchase stand-alone cyber insurance to cover or mitigate the costs of a
cyber-attack and its consequences.?”

Whether or not a specific board committee is tasked with the
responsibility for cyber risk oversight, it isimportant that the entire board remain
informed and engaged on cyber-risk issues. A recent survey found that 58 percent of
board members surveyed felt they should be actively involved in cybersecurity
preparedness. Surveying the same directors, only 14 percent said they were actively
involved in cybersecurity preparedness, although 65 percent said that the perception of
the risk their companies faced had increased in the last year or two.*

Directors should be up-to-date not only with respect to cybersecurity
generally, but specifically asto trends in the company’s own cyber incidents. Director
education is one of the central challenges for boardsin thisarea. For various reasons,
directors often feel that they lack the expertise necessary to fully grasp the challenges of
cybersecurity; education thusis a key component of effective oversight.?? One
increasingly popular option is for boards to bring in technical consultants on an annual or
as-needed basis to apprise directors of current developments in cybersecurity and to
engage with the management team as to how the entity measures up. While by no means
essential, an outside consultant can provide a valuable perspective that may enhance
directors' ability to evaluate the sufficiency of their internal personnel and processesin
anticipating, preventing, detecting, and responding to cyber-attacks. Outside consultants
are also available to audit a company’s cybersecurity practices. Whether or not they hire
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a consultant, directors should be wary of relying too heavily for information and a
technical education on the corporate employees whose overall effectiveness they are
evaluating.®

On the crisis management side, directors should educate themselves as to
the potential consequences of various types of cybersecurity breaches. Each company is
likely to have its own specific set of vulnerabilities. Directors may not fully understand
the range of possible repercussions without a comprehensive review of the company’s
vulnerabilities and the ways that their exploitation can damage the enterprise and its
participants. For example, many enterprises now use cloud technology, which can be
highly valuable to a business and, without the proper safeguards, also extremely risky
from a cybersecurity perspective. In arecent survey, over athird of companies that have
moved to cloud technology said that they had not done anything to mitigate the legal,
regulatory, and compliance risks of doing s0.** Companies thus need to consider their
vulnerability not only to cyber-attacks on their own systems but also the impact of
cybersecurity breaches on third party vendors on whom the company relies for specific
parts of its business.

The board should seek to ensure that the company has a comprehensive
and stress-tested plan in place to respond to cyber-attacks of varying kind and degree.
Timeis always of the essence in dealing with cyber-crime, and advance preparation
thereforeis crucia to an effective response. Once an incident is identified and
understood, the board’ s priorities must be to minimize disruption of business and damage
to reputation, mitigate potential harm to customers and employees, and eliminate any
additional vulnerabilities created or exposed by the attack. While these efforts will be led
by the company’ s management on a day-to-day basis, it isimportant that management
keep the board fully apprised and for the board to oversee the communication of aclear
and forthright public message about the attack and the company’ s response.

In addition to litigation, directors may face scrutiny from the proxy
advisory servicesif the company suffers a cyber-attack. Earlier thisyear, Institutional
Shareholder Services (ISS) recommended that Target shareholders vote against all seven
of the directors that were on the board at the time of a significant data breach near the end
of 2013.% 1SS asserted that the board’ s “failure ... to ensure appropriate management of
these risks set the stage for the data breach, which has resulted in significant losses to the
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company and its shareholders.”?® Notably, proxy advisor Glass, Lewis & Co.
recommended in favor of the Target board and the shareholders evidently agreed with
Glass, Lewis; al seven of the directors pinpointed by 1SS were reelected to the board.

High Stakes of Cyber-Attacks

Cybersecurity is adynamic challenge, and proactive behavior islikely to serve
boards and management teams well. Companies must constantly update their security
protocols to meet the new challenges that are continuing to evolve. Likewise, boards
should be updated on aregular basis so that they understand how the cyber-risks the
company faces are changing as well as the mitigation plan being pursued by management
to combat these developments. A top government official, an expert in the field of
cybersecurity, recently commented:

| do not ascribe to a school of pessimism, and by that, | don’t mean to
belittle the magnitude of the threat, both in terms of its gravity and its
frequency of occurrence. | think everyone understands that cybersecurity
isafield of growth. With respect to the security of the government, and
with respect to the security of the private sector, | would take the alarm
not as necessarily a cause for concern, but rather as a call to action. While
attackers are, in fact, becoming more and more sophisticated, our
prevention capabilities are growing in sophistication, our detection
capabilities are growing in sophistication, our response and remediation
capabilities are escalating as well.?’

The repercussions of a cyber-attack and significant data breach may
include, in addition to controversy over director elections, adecline in profits and
transactions, significant response costs, negative press, pressure on management, and a
proliferation of shareholder suits against the company. Other negative consequences of a
corporate cyber-attack can include loss of trade secrets, prototypes, or proprietary
processes, disruption of business, theft of funds, widespread consumer identity theft,
invasion of employee or customer privacy, and permanent damage to or destruction of
corporate databases or IT systems. Each company islikely to have unique
vulnerabilities, and each cyber-attacker may have different goals.
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The bottom line is that the costs of cybersecurity will continue to rise.
According to a 2013 analysis, cybercrime may already be costing the U.S. economy as
much as $100 billion annually.?® Earlier this month, Jamie Dimon of J.P Morgan Chase
& Co. estimated that the bank would double its spending on cybersecurity—an estimated
$250 million in 2014—over the next four to five years.”” Dimon’s comments reflected
last summer’s cyber-attack on J.P Morgan Chase, which resulted in a data breach
affecting 76 million households and seven million small businesses. Recent reports trace
the sophisticated J.P. Morgan Chase cyber-attack back to Russia. It is clear that both
Russia and China are using very sophisticated technology to infiltrate both businesses and
government computers, although it is difficult to pinpoint whether these are criminal
enterprises or state-sponsored.

The United Nations estimates that, by the end of 2014, three billion people
will be online.®* There can be no doubt that, as Commissioner Aguilar observed in
March, “the constant threat of cyber-attack is real, lasting, and cannot be ignored.”*
Corporate vulnerability is significant, and boards of directors face the daunting task of
overseeing the management of corporate cyber-risk. It bears emphasis that cybersecurity
is, in the final analysis, no different from a liability perspective than any other topic on a
board of directors’ agenda. The business judgment rule continues to apply, and directors
who proactively address cybersecurity issues in good faith and with diligence and care
can be confident that their decisions will receive the traditional protection in Delaware.
Armed with sound advice, fortified by an education on the issues, and guided by their
own good judgment, directors can and should be well-equipped to manage cyber-risk,
just as they manage the other business risks inherent in a successful enterprise.
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